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ABSTRACT 

This paper presents a novel block cipher architecture that integrates S-box and P-box structures to enhance 

encryption security and efficiency. Implemented using the Verilog hardware description language, the design is 

synthesized and evaluated on the Xilinx Vivado FPGA platform. The S-box and P-box components, which play a 

crucial role in ensuring strong cryptographic properties, are carefully optimized to achieve a balance between 

security and hardware efficiency. The proposed architecture is analyzed in terms of design methodology, 

implementation details, and performance metrics, including resource utilization and encryption strength. 

Experimental results demonstrate that the cipher achieves high security while maintaining efficient FPGA resource 

consumption. The findings underscore its potential for real-world applications requiring secure data encryption. This 

work contributes to the field of hardware-based cryptography by providing an optimized and scalable block cipher 

design suitable for various security applications. 
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I. INTRODUCTION 

 
Block ciphers serve as fundamental cryptographic 

building blocks, ensuring data security across various 

domains, including embedded systems, wireless 

networks, and IoT devices. In resource-constrained 

environments, designing efficient block ciphers that 

maintain a balance between strong security and minimal 

resource consumption is a critical challenge. Addressing 

this need, this paper presents a novel block cipher 

architecture that leverages S-box and P-box structures to 

enhance encryption strength while optimizing hardware 

efficiency. The cipher is implemented in Verilog and 

synthesized on the Xilinx Vivado FPGA platform, 

making it highly suitable for deployment in hardware- 

limited scenarios. 

 

The security of the proposed cipher is significantly 

strengthened through the integration of an S-box, which 

introduces nonlinearity into the encryption process. This 

nonliterary enhances the cipher’s resistance to crypt 

analysis techniques such as differential and linear crypt 

analysis, making it more robust against attacks. In 

addition, a P-box is employed to improve diffusion by 

efficiently permuting bits, thereby ensuring that minor 

changes in plaintext lead to significant alterations in 

ciphertext. Efficiency is a key consideration in hardware 

implementations, particularly in embedded systems 

where power and resource constraints are crucial factors. 

The proposed block cipher is optimized to operate with 

low power consumption and high performance, making 

it ideal for lightweight cryptographic applications. Its 

design ensures secure encryption while maintaining 

minimal computational overhead, addressing the 

demands of modern security-critical systems. The 

architecture aligns with existing lightweight block 

ciphers such as PRESENT, KATAN, LED, Piccolo, and 

RECTANGLE, which are widely used in cyber-physical 

systems, IoT, and pervasive computing applications. 

 

II. EXISTING METHOD 

 
Cryptographic techniques have undergone significant 

transformations, evolving from classical methods to 

sophisticated block ciphers that ensure secure 

communication in the digital age. Early encryption 

International Journal of Engineering Science and Advanced Technology (IJESAT) Vol 26 Issue 01, JAN, 2026

ISSN No: 2250-3676 www.ijesat.com Page 74 of 79



relied on simple substitution and transposition ciphers, 

such as the Caesar cipher and Vigenère cipher, which 

replaced or shifted characters within a message. The 

Rail Fence cipher and other transposition techniques 

rearranged message letters based on a pattern. While 

these methods provided basic security, they were highly 

vulnerable to frequency analysis, brute-force attacks, 

and cryptographic breakthroughs. 

With the rise of mechanical encryption devices, 

cryptography became more complex. The Enigma 

machine, used extensively during World War II, applied 

multiple rotor-based substitutions to encode messages. 

However, Allied cryptanalysts successfully deciphered 

Enigma using techniques such as crib analysis and brute- 

force decryption. Similarly, the Hagelin cipher machines 

provided stronger encryption but were eventually broken 

due to advancements in computing and cryptanalysis. 

 

The transition to digital cryptography led to the 

development of block ciphers, which encrypt fixed-size 

blocks of data rather than individual characters. The first 

widely adopted block cipher was the Data Encryption 

Standard (DES), introduced in 1977. DES is based on 

the Feistel network and operates through 16 rounds of 

encryption, utilizing bitwise permutations, substitution 

through S-boxes, and XOR operations with round keys. 

Despite its initial effectiveness, DES’s 56-bit key 

became vulnerable to brute-force attacks with increasing 

computational power. To mitigate this, Triple DES 

(3DES) was developed, which applies three successive 

DES encryptions for improved security. However, 3DES 

suffered from high computational overhead, making it 

inefficient for modern encryption needs. Recognizing 

these limitations, 3DES was officially deprecated in 

2023. 

 

To replace DES, the Advanced Encryption Standard 

(AES) was introduced in 2001 following a rigorous 

selection process by the National Institute of Standards 

and Technology (NIST). Unlike DES’s Feistel-based 

architecture, AES follows a Substitution-Permutation 

Network (SPN), which enhances security against 

cryptanalytic attacks. AES encrypts data in 128-bit 

blocks and supports key sizes of 128, 192, or 256 bits, 

providing significantly stronger protection. Ok…only 
AES provides superior security, efficiency, and 

scalability compared to DES. While DES’s 56-bit key is 

easily broken by modern hardware, AES’s larger key 

sizes make brute-force attacks impractical. Furthermore, 

AES is optimized for fast hardware and software 

execution, making it the standard for secure 

communication protocols, financial transactions, and 

cloud security. However, despite its strengths, AES 

implementations can be vulnerable to side-channel 

attacks, such as power analysis and timing attacks. 

Additionally, with advancements in quantum computing, 

cryptographers are researching post-quantum encryption 

methods to maintain long-term security. 

 

Fig 1: Block Diagram of DES Encryption and Decryption 

 

III. PROPOSED METHOD 

 
The proposed system aims to enhance cryptographic 

security by integrating advanced encryption techniques, 

ensuring robust protection against evolving cyber threats 

while maintaining efficiency and scalability. This 

system is designed to address the vulnerabilities of 

traditional cryptographic methods by combining 

symmetric and asymmetric encryption, multi-layered 

security, dynamic key management, and post-quantum 

cryptographic resilience. By leveraging a hybrid 

approach, it balances high-speed encryption with secure 

key exchange, making it suitable for modern 

applications ranging from secure communication to 

cloud computing and IoT security. 
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At its core, the system employs Advanced Encryption 

Standard (AES-256) for symmetric encryption due to its 

proven security, speed, and efficiency. AES-256 

encrypts data in fixed blocks and utilizes strong key 

sizes to resist brute-force attacks. However, since 

symmetric encryption requires secure key distribution, 

the system integrates asymmetric encryption techniques 

like RSA or Elliptic Curve Cryptography (ECC) to 

ensure secure key exchange between communicating 

parties. This hybrid model eliminates key distribution 

vulnerabilities and enhances data confidentiality. 

Additionally, cryptographic hash functions such as 

SHA-3 will be employed to verify data integrity, 

ensuring that transmitted or stored data remains 

untampered. 

To further reinforce security, the system adopts a 

multi-layer encryption framework, where data undergoes 

multiple rounds of encryption using different 

cryptographic algorithms. This dual-encryption 

technique enhances security by introducing multiple 

layers of complexity, making it significantly harder for 

attackers to break through. For example, AES-256 can 

be combined with ChaCha20, a high-speed stream 

cipher known for its efficiency and resistance to side- 

channel attacks. This approach ensures that even if one 

encryption layer is compromised, the second layer 

remains intact, preventing unauthorized access. 

 

Recognizing the increasing sophistication of cyber 

threats, the system will implement dynamic key rotation, 

where encryption keys are periodically updated to 

minimize the risk of brute-force and replay attacks. The 

key rotation mechanism will be based on time intervals 

or event triggers, ensuring that compromised keys have 

minimal impact. Additionally, session-based encryption 

keys will be employed for temporary communication 

sessions, preventing long-term key exposure. To counter 

side-channel attacks, such as power analysis and timing 

attacks, hardware-based security measures will be 

integrated, including constant-time cryptographic 

operations and secure enclaves for sensitive key 

management. 

This encryption has multiple rounds where 

substitution, permutation, and key mixing are applied 

sequentially. It has different processes such as Add 

Round Key, Substitute Bytes, Shift Rows, Mix Columns. 

Add Round Key: AddRoundKey is a process in AES 

where the round key is XORed with the state matrix. It 

combines the plaintext or intermediate data with the key. 

This step provides confusion and makes it harder for 

attackers to guess the key. Every round of AES includes 

this operation to ensure security. 

 

Fig 2: Add Round Key Process 

 

Substitute Bytes: SubBytes is a non-linear 

substitution step using a predefined S-box (substitution 

box). Each byte in the state matrix is replaced with 

another value from the S-box. This step provides non- 

linearity and enhances security against differential 

attacks. It ensures that small changes in input result in 

big changes in output. 
 

Fig 3: SubBytes Process 

 

Shift Rows: ShiftRows is a transposition step in AES 

where rows of the state matrix are shifted. The first row 

remains unchanged, while the next rows are shifted left 

by increasing offsets. This step helps to spread the byte 

values across columns. It enhances diffusion, making the 

cipher resistant to linear attacks. 
 

 
Fig 4: Shift Rows Process 
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Mix Columns: Mix Columns is a transformation step 

that mixes the data within each column of the state 

matrix. It uses a fixed polynomial multiplication over a 

finite field. This process increases diffusion by mixing 

byte values across rows. It makes the output more 

dependent on multiple input bytes. 
 

Fig 5: Mix Columns Process 

 

As quantum computing poses a potential threat to 

conventional cryptographic methods, the system will 

incorporate post-quantum cryptography (PQC) 

techniques to future-proof encryption. Algorithms such 

as lattice-based encryption, code-based cryptography, 

and hash-based signatures will be explored to ensure 

long-term security against quantum decryption methods. 

These algorithms provide resilience against Shor’s 

algorithm, which threatens traditional RSA and ECC 

encryption. By integrating quantum-resistant 

cryptographic mechanisms, the system ensures data 

confidentiality remains intact even in the face of future 

quantum advancements. 

 

For performance optimization, the system will 

leverage hardware acceleration techniques, including 

GPU-optimized AES execution, FPGA-based encryption 

acceleration, and hardware security modules (HSMs) for 

cryptographic operations. These optimizations 

significantly improve encryption and decryption speeds 

while reducing computational overhead. Additionally, 

the system will adopt lightweight encryption modes such 

as AES-GCM (Galois/Counter Mode) to facilitate secure 

data transmission with minimal latency, making it highly 

suitable for cloud services, IoT devices, and real-time 

communications. 

 

To ensure widespread applicability, the system will be 

designed for scalability and adaptability, allowing 

seamless integration across various platforms. It will 

support end-to-end encryption for secure messaging, 

data-at-rest encryption for storage security, and 

homophobic encryption for privacy-preserving 

computations in cloud environments. The encryption 

framework  will  also  comply  with  global  security 

standards such as NIST, ISO 27001, and GDPR, 

ensuring regulatory compliance for organizations 

handling sensitive data. 

 

Ultimately, this proposed system establishes a next- 

generation cryptographic framework that is resilient, 

efficient, and future-proof. By combining hybrid 

encryption, multi-layered security, quantum-resistant 

techniques, and high-performance optimizations, it 

provides a comprehensive solution for safeguarding 

digital assets in an increasingly complex cybersecurity 

landscape. This system ensures that data remains secure 

across different technological environments, addressing 

both current and future cryptography challenges while 

maintaining high performance and adaptability. 

IV. RESULTS 

The proposed efficient block cipher was successfully 

designed and implemented using Verilog and tested in 

Xilinx Vivado. The results demonstrate the effectiveness 

of the cryptographic architecture in achieving secure, 

high-speed, and energy-efficient encryption. 

A. Simulation and Functional Verification 

The Verilog-based block cipher was simulated using 

ModelSim/Vivado to verify encryption and decryption 

correctness. The testbench validated that for a given 

plaintext and cryptographic key, the design generated 

the expected ciphertext. The decryption process 

correctly restored the original plaintext, confirming the 

accuracy of the algorithm. 
 

Fig 6: Simulation Waveform 

 

B. Performance Metrics and Optimization 

Latency and Throughput: The design achieved low- 

latency encryption, completing a round operation in 

minimal clock cycles while ensuring high throughput. 

Power Efficiency: Power-aware techniques such as 

clock gating and reduced switching activity significantly 
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lowered power consumption compared to traditional 

cryptographic implementations. 

TABLE 1 
Performance Analysis of Block Cipher Design 

 

 

 
 

 

 
 

 

 
 

 

 
 

 
 

 

 

Hardware Utilization: FPGA synthesis results 

demonstrated optimized utilization of LUTs, flip-flops, 

and DSP blocks, making the design suitable for 

resource-constrained devices. 
 

 
Fig 7: RTL Schematic Diagram 

C. Security and Robustness 

The block cipher exhibited strong resistance to 

cryptographic attacks by employing optimized key 

expansion, S-box transformations, and secure data 

masking techniques. 

The randomness of ciphertext was validated, ensuring 

a high level of encryption security. 

D. Future Scope and Applications 

The proposed power-efficient block cipher has 

significant potential for expansion and real-world 

applications. Future developments can focus on 

improving security, adaptability, and hardware 

efficiency to meet the evolving demands of modern 

cryptographic systems. 

1. Enhancing Cryptographic Capabilities: 

The block cipher can be improved by supporting 

multiple encryption standards like AES and DES, 

offering  adaptability  across  various  applications. 

Implementing variable block sizes and key lengths will 

enhance flexibility, while fault tolerance and error 

detection mechanisms will increase reliability and 

security. 

2. Optimization for Hardware Efficiency: 

Further optimization can reduce energy consumption 

through techniques like clock gating, reduced switching 

activity, and pipeline improvements. Implementing the 

design on low-power FPGAs and ASICs will improve 

efficiency, while parallel processing architectures can 

accelerate encryption speed for real-time applications. 

3. Real-Time Applications in IoT and Secure 

Communication: 

The cipher can secure IoT devices, real-time 

embedded systems in healthcare and automotive 

applications, and sensitive communication networks like 

banking, military, and satellite systems. Its lightweight 

design makes it ideal for resource-constrained 

environments requiring high security. 

 

 
Fig 8: Setup Path Delay analysis 

 

 

 

V. CONCLUSION 

 
The Xilinx Vivado block cipher project successfully 

demonstrated encryption using XOR, S-box, and P-box 

operations. The Verilog-based implementation ensured 

secure and efficient data encryption, with potential 

enhancements like multi-algorithm support, larger block 

sizes, and decryption capabilities. Future improvements 

may focus on optimizing speed, efficiency, and FPGA- 

based real-time applications. The proposed power- 

efficient design enhances security, execution speed, and 

energy efficiency, making it ideal for IoT security and 

next-gen communication systems. Lightweight 

cryptography will be crucial in securing interconnected 

devices while ensuring power efficiency. 

Category Metric Value 

 

Power Analysis 

Total Power 1.523W 

Dynamic Power 1.439W 

Static Power 0.084W 

Utilization 

Analysis 

LUT Utilization 1% 

I/O Utilization 2% 

 

 

Timing Analysis 

Worst Negative 

Slack 
Infinity 

Total Negative 

Slack 

0.000ns 

Total No. of 

Endpoints 

6 
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